Lesson 1: Safety in My Online Neighborhood

40 minutes

Overview

(& common sense education

This lesson was originally created by Common Sense Education.
Learn more.

The power of the internet allows students to experience and
visit places they might not be able to see in person. But, just like
traveling in the real world, it's important to be safe when
traveling online. On this virtual field trip, kids can practice
staying safe on online adventures.

Purpose

Common Sense’s Digital Citizenship Curriculum addresses six
core topics, based on the latest research on children, media,
and technology. This lesson focuses on Privacy and Security.
Students learn how to protect personal information and gain a
deeper understanding of their data privacy rights so they can
advocate for themselves and others.

Full Course Alignment

Standards

CSTA K-12 Computer Science Standards (2017)
» CS - Computing Systems

Agenda

Watch: My Online Neighborhood (5 minutes)

Read: Safety, It Rules! (5 minutes)

Explore: Internet Field Trip (15 minutes)

Pause & Think Moment (15 minutes)

Extended Learning

Objectives

Students will be able to:

e Compare how staying safe online is
similar to staying safe in the real
world.

¢ Discover that the internet can be used
to visit faraway places and learn new
things.

e Explain rules for traveling safely on
the internet.

Preparation

¢ Review instructional materials.

e Print handout(s) for each student.

o (Optional) Print poem poster for
classroom display.

Links

Heads Up! Please make a copy of any
documents you plan to share with
students.

For the teachers

e CSF Course A Lesson Slides - Slides
(Download) + Make a Copy

o Safety in My Online Neighborhood:
Lesson Slides - Slide Deck
¥ Make a Copy

« Safety in My Online Neighborhood:
My Online Neighborhood - Lesson
Video (Download)

For the students

+ Safety in My Online Neighborhood:
Pause and Think Moment - Student
Handout ¥ Make a Copy

» Safety in My Online Neighborhood:
Safety: It Rules! - Poem Poster



https://www.commonsense.org/
https://www.commonsense.org/
https://www.commonsense.org/education/digital-citizenship/curriculum
https://staging-studio.code.org/courses/coursea-2025/standards
https://docs.google.com/presentation/d/1Fi51StQ8W2frzFwSHBWi_YxvOQpN2JivlFJ6MEYh4ZQ/template/preview
https://docs.google.com/presentation/d/1Fi51StQ8W2frzFwSHBWi_YxvOQpN2JivlFJ6MEYh4ZQ/export/pdf
https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit
https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit
https://www.commonsense.org/education/videos/my-online-neighborhood
https://www.commonsense.org/education/videos/my-online-neighborhood
https://www.commonsense.org/education/video-download/4140786
https://docs.google.com/document/d/1o95Q7OD2oF5e-lWxj31kKopfhQVYWDUmw6uDdm1RIIU/
https://docs.google.com/document/d/1o95Q7OD2oF5e-lWxj31kKopfhQVYWDUmw6uDdm1RIIU/
https://docs.google.com/document/d/1_fc870l0ndjhUMazjwLSaJOx9lIMsvbd3BYYEtLykIY/edit
https://docs.google.com/document/d/1_fc870l0ndjhUMazjwLSaJOx9lIMsvbd3BYYEtLykIY/edit

» Make a Copy

Teaching Guide

Watch: My Online Neighborhood (5 minutes)

Unplugged Activity My Online Neighborhood

Key Vocabulary

« online: using a computer, phone, or tablet to visit a website or app

* website or app: a place you can visit on the internet
Ask: What do you need to do to stay safe when you visit new places? (Slide 3)
Invite students to respond. Answers will vary, but reinforce the following safety rules:

e Always go places with an adult.
¢ Don't wander off on your own.
e Talk only with people you know.

Say: Today we're going to talk about how visiting places on the internet is a lot like visiting places in real life. Just
like there are rules to keep safe when you visit new places in the world, there are ways to keep yourself safe
online.

Project Slide 4 and define online as using a computer, phone, or tablet to visit a website or app.

Show the My Online Neighborhood video on Slide 5 and then ask: What did Arms like about the internet? What
kinds of things can he do on the internet?

Invite students to respond. Sample responses:

¢ He likes to visit cool places.

e He can talk to his family and friends.
¢ He can learn lots of new things.

¢ He can create things on the internet.

Ask: What three rules does Arms follow when he goes places online?
Invite students to respond. Project Slide 6 and reinforce the three main rules:

1. Always ask your parent (or adult you trust) first.
2. Only talk to people you know.
3. Stick to places that are just right for you.

Explain that sticking to places that are "just right" means making sure it is a site or app that is appropriate for kids,
and that you have permission to be there.

Read: Safety, It Rules! (5 minutes)

Say: Now we're going to learn a short poem to help us remember the rules for staying safe online. First I'll read the
poem, and then we'll read it together.


https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit#slide=id.g56efa39244_0_54
https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit#slide=id.g5c15fa078c_0_0
https://www.commonsense.org/education/videos/my-online-neighborhood
https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit#slide=id.g56efa39244_0_93
https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit#slide=id.g56efa39244_0_141

Project Slide 7 and model the poem actions as you read the poem aloud. This is a call-and-response poem with
different actions that correspond to each of the three safety rules.

Read the poem aloud with your students. As the students read, they should follow along with the actions. The
poem also works well to have one of the students playing the role of the teacher and having the class respond to
him or her.

Safety, It Rules! By Jenny Pritchett

We need to be safe

Whenever we're online

So we follow these rules

To have a good time!

[Hold up 1 finger] *Always ask your parents first! *
[Hold up 2 fingers] *Only talk to people you know! *
[Hold up 3 fingers] Stick to sites just right for you!
And we'll be safe

Wherever we go!

Note: The Poem Poster is great to use for your weekly poem or as a consistent routine to kick off any computer or
device time.

Explore: Internet Field Trip (15 minutes)

Say: The computer makes it possible to you to visit faraway places without ever leaving the classroom.

Define a website as a place you can visit on the internet. (Slide 8) Explain to students that on the internet, they
can visit websites or apps for real places, such as zoos and museums. These places may be far from where they live,
but they can visit them online.

Choose a website to explore as a class. If you're not sure of a good one to explore, try one of the following:

¢ The San Diego Zoo

» National Geographic Kids Explore the World

Ask: What's the first rule before turning on a device or opening up a website or app?

Invite students to share, reminding them that they must always ask for permission from an adult before using a
device or visiting a website or app.

Explore the website you selected with your class, allowing students to choose pages and activities that are most
interesting to them. As you go through the site, point out how students are following the other two safety rules for
going online: only talking to people they know, and sticking to places that are just right for them.

Note: If you are in the computer lab or have enough devices in your classroom, have students do the explorations
individually or in pairs.

Ask students what they learned on their internet field trip. Also ask: How did you follow the three safety rules when
you visited the site?


https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit#slide=id.g56efa39244_0_196
https://docs.google.com/document/d/10SHj9Xh4JJPwJJrjzJ48mpLhm3PM8orzJbWCTHY6VUo/edit
https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit#slide=id.g56efa39244_0_245
http://kids.sandiegozoo.org/
https://kids.nationalgeographic.com/explore/countries/

Pause & Think Moment (15 minutes)

Say: Today we talked about how the internet allows us to visit faraway places. We learned that traveling to new
places on the internet is a lot like going places in real life. We also learned three important safety rules when
visiting websites or apps.

Distribute the Pause & Think Moment to each student. Read the directions aloud and allow students to complete
the handout independently. (Slide 9)

Invite students to share their reflections with the class. Collect handouts to assess student learning.

Extended Learning

Here are additional resources you can provide students to enhance their learning:

¢ Family Activity
e Family Tips
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https://docs.google.com/document/d/1o95Q7OD2oF5e-lWxj31kKopfhQVYWDUmw6uDdm1RIIU/edit
https://docs.google.com/presentation/d/1VFaxU6S0hsDgyCtaPhVFf9xpign__BXdvT0ypQq1gBs/edit#slide=id.g5b457108e7_0_0
https://drive.google.com/open?id=17Tq9wgw2F9sMkE2Z2a2zkriLK0zp1qDsSkv5YTB7Ldg
https://www.commonsense.org/education/family-tips/k-5-privacy-and-security
http://creativecommons.org/licenses/by-nc-sa/4.0/
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://code.org/contact

